
THE YEAR OF THE CLOUD
'The Cloud' is coming whether you're ready or not.

But, asks Arron Patterson, which cloud can you trust?

Philosophers will tell you trust is
both emotional and logical. But
when it comes to IT, logic wins out
every time. Now 2011 is shaping
upas the Year of the Cloud. So
when advocates say IT managers
must learn to trust the cloud, it's
understandable the latter should
look for logical reasons as to why
they should bestow that trust.

Cloud services have certainly
been the discussion topic du Jour
for the past 24 months. However,
while the models and concepts have
been debated, commitment has
lagged behind the discussion.

Looking at the market in 2011, we
see a critical mass of adoption of the
private and hybrid cloud (the latter
being a federated combination of
private and public clouds). And that
leads to questions of trust. But first,
why is 2011 going to be the year of
the cloud?

You need three things to drive
a shift in the IT market: funding or
lack of it; technological capability;
and, the technology itself.

1. Economic push
Businesses are really looking to
hack back the fixed costs of the
IT environment. There is a real
desire to be able to ramp up or
down IT capability and investment.
Most ClOs had little ability to trim
spending when more than 70
percent of the IT budget is spent on
keeping the lights on.

2. Capability around the
technologies

There are a number of fundamental
component technologies that
underpin the private cloud and the
skills and services around those
technologies often come later. New
services as well as the critical mass
of skills in the market mean there is
now the ability for ClOs to expect
predictable successful outcomes
from cloud investment.

3. The technology itself
Hardware partners have evolved

products to take advantage of
advanced platforms providing
powerful new ways to manage and
use digital information. However,
they also create new complexities
for organisations.

The trust equation:
Control+\/isibility=Trust

There's a fundamental challenge
for cloud advocates: trust. While
the stars may be in alignment,
how do we instil confidence in the
astronomers? How do we get the
right information to the right people
over an infrastructure that users can
have confidence in?

Clouds to a great extent still
represent the unknown and bring
new paradigms to how managers
view both the processes and
perception of data processing.

6ê The technologies
needed to estahlish
the level of cloud
control and visibility
already exist - you
just need to look in
the right place.99

Infrastructure becomes
virtual, not physical. Users access
infrastructure from devices that
are outside of IT managers' direct
control. Information moves with
incredible speed across and
between networks and the cloud,
making sensitive information
challenging to track and locate.

And with an IT infrastructure that
is virtual and shared via the cloud,
organisations must learn new ways
to throw light on to risks, threats
and compliance performance. The
good news is the obstacles can
be easily negotiated. The formula
for building trust in the cloud is to
achieve control over and visibility

into the cloud's infrastructure,
identities and information.

The technologies needed to
establish the level of cloud control
and visibility already exist-you
just need to look in the right place.
Organisations are applying these
technologies in creative ways to
build trusted clouds that can meet
the most rigorous security and
compliance requirements.

Here at EMC we believe trust
in the cloud can be achieved by
establishing control and visibility in
two vital ways:

• Providing organisations with
sufficient control over cloud
security and compliance to adapt
to any type of workload, even
mission-critical ones.

• Giving IT teams the ability to
directly inspect and monitor
conditions in private, public,
or hybrid clouds so they can
base their trust on first-hand
observations, not just outside
attestations.

Technology partnerships with iT
industry leaders have resulted in a
variety of innovative solutions that
deliver control and visibility into
virtualised and cloud environments.

First and foremost though,
organisations seeking to accelerate
their deployment of trusted clouds
need to seek strategic guidance and
technology expertise from trusted
technology partners.

Arron Patterson, is CTO
of EMC New Zealand.
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