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Welcome 

Thank you for your 
feedback 



AGENDA 

08:30 Registration and breakfast 

09:00 Welcome, housekeeping & agenda, and introductions 

09:15 What is the ‘cloud’?; defining Microsoft’s vision for the cloud and demonstrating Office 365  

09:50 Break  

10:05 Building the business case for Cloud Computing deployment; identifying the economic value   

to your organisation for your initiative 

10:35 Security, reliability, compliance and governance; the importance of aligning the Cloud with      

your existing security and governance policies  

10:05 Break 

11:20 Overcoming the organisational challenges and barriers to implementing Cloud Computing; a 

case study [Co-operative Financial Services] 

11.35 Measuring the success of your Cloud deployment; how to calculate Total Cost of Ownership  

11:55 The value from working in Partnership with a strategic Cloud IT partner 

12:10 Lunch, Networking and Prize Draw 



Content and Code 
About Us 



Who we are and what we achieve 

• We solve business challenges with creative IT solutions 

• We deliver solutions based on SharePoint, Microsoft Online 
Services (BPOS) and related Microsoft platforms 

• We have over 70 SharePoint specialists and have delivered over 
200  enterprise SharePoint implementations 

• We are 2010 Microsoft UK partner of the year and winners of 
Microsoft worldwide partner awards in 2009 and 2010 

• We enable organisations to reduce costs, mitigate risk, work more 
efficiently and create a competitive advantage 

 



Our Solutions 

Bespoke 
Line of 

Business 
solutions 

Intranets & 
Websites 

Collaboration 
Platforms 

Workflow 
and 

Business 
Intelligence 

Document & 
Records 

Management 



Services offered 

Services 
Consultancy / 
Requirements 
Assessment / 

Strategy 

Creative & 
Design 

Information 
Architecture  

Develop, 
Customise 

and 
Implement Training and 

Support 

Hosting and 
Cloud 

Solutions 

Project 
Management 



Some of our clients 



Our Awards 



Our Cloud engagement process 

1 
Office 365 
Discovery 
Workshop 

2 
days 2 

Office 365 
Assessment 
Report 

1/2 
day 3 

Office 365  
Proof Of 
Concept 

15 
days 4 

Office 365  
Initiation 
Document 

1/2 
day 5  

Office 365 
Project 
Delivery  

2-3  
months 



In the news… 

 



Why the cloud is gaining momentum now 



Security challenges for the cloud 

• Still an issue of freedom from political interferance or protection by legal right 

• Legal ruling tends to happen at Geographical boundaries, or countries a company is 
domiciled in 

– What happens when a US domiciled company, holds the data for a UK domiciled company in Singapore? 

• Perception of ‘loss of control’ / seeing = security 

• At what point do you make the switch? It’s a big decision: 
– User training 

– Quality of service 

– Lose your capital investment? 

– Partner/vendor stability 

– Off-boarding your data if it goes wrong? 

• Interdependence between a cloud provider and you 

• Dynamic (changing) hosting platform 

• Sophisticated threats 

• Balancing different risk profiles of User Organisations whilst maintaining efficacy of the 
service 



Legal challenges 
that permeate 
geographical 
boundaries  

New challenges 

Cyber threats 
have proliferated 
from single-user 

to organised 
crime inc. 

terrorist threats 

How do you 
make the 

decision to trust 
an organisation 

with your 
information? 

What are the 
vendors doing to 

regulate 
themselves? 

Will it  

be worth it? 



Evolution not revolution 

 

 

“Computers in the future 
may have only 1,000 
vacuum tubes and perhaps 
only weigh 1 ½  tonnes.” 
- Popular Mechanics, 1949  

 

http://upload.wikimedia.org/wikipedia/commons/7/78/GuerrilleroHeroico.jpg


Evolution not revolution 

http://upload.wikimedia.org/wikipedia/en/5/52/DalgarvenMillWheel.jpg
http://upload.wikimedia.org/wikipedia/commons/7/74/Gorskii_04414u.jpg


Evolution not revolution 



Evolution not revolution 

• Components are there: 
 

– High-speed internet 

– World-class high 
availability datacentres 

– Partner eco-system 

– Hosting/outsource model 
is not new 



Don’t take my opinion 

    Frank Gens 

   Snr VP & Chief Analyst 

   IDC 
 

“IBM, Google, Amazon, 
Microsoft all will be building 
out their Cloud platforms this 
year [2011]… 

 

…selecting the right [Cloud] 
platform leader will be one of 
the most strategic decisions 
you’ll make for the next  

20 years.” 

Source IDC, June 2010 
*Includes spending on Applications, Application Development & Deployment Software, Systems Infrastructure 
Software, Server capacity and Storage capacity provided via the public Cloud Services delivery model. 



Worldwide Public IT Cloud Services* Spending ($B)  

by Offering Category 
2009, 2014 

 

 

 

 

 

 

 

 

Source IDC, June 2010 
*Includes spending on Applications, Application Development & Deployment Software, Systems Infrastructure 
Software, Server capacity and Storage capacity provided via the public Cloud Services delivery model. 



Office 365 
Microsoft’s SaaS (Software as a Service) vision 



The Future of Productivity 





Announcing Microsoft Office 365 



Office 365 

• Combines 1:1 text/voice/video chat with multiparty 
online meetings in a single application and service 

• Escalate conversations into ad-hoc online meetings 
with audio, video, PPT upload, and desktop sharing 

• Simplified access for external meeting participants 
• Contact photos and activity feeds 
• Federation with Windows Live Messenger 
• Streamlined user experience  

• Rich browser experience with new Outlook Web App 
• Improved inbox management with conversation view 
• Integrated multi-mailbox search and retention policies 
• New personal email archiving and compliance 

capabilities 
• Greater IT control with new GUI and Remote Power 

Shell 

• Flexible service offering with pay-as-you-go, per-user 
licensing 

• The complete Office experience with services 
integration in Office 365  

• Simplified user set-up to preconfigure services 
• Always the latest version of the Office apps, including 

Office Web Apps 
• Familiar Office user experience to access services 

• New personal My Sites to store important documents, 
and share expertise 

• Greatly improved Team and Project sites  
• New Extranet Sites to share information securely with 

customers and partners 
• New Intranet sites to publish news and information to 

all employees 
• Create simple public-facing web sites 
• Expanded storage - 10GB/tenant + 500 MB/user  



Office 365 demo 
Admin screen, Outlook Web App, Lync Online and SharePoint Online 



Coffee Break 
Back in 20 minutes 



Building the business case 
Developing a strategy for a Cloud Computing deployment; 

identifying the economic value to your organisation for your initiative 



Why Cloud? Why an IT project at all? 

• Identifying the desired ‘business outcomes’ for your organisation: 
– cost cutting 

– innovation 

– outsourcing non-business critical IT functions so IT can focus on value‐add 

• An example… 

 



What direction is the organisation heading? 



Security & Legal requirements 

• Security and Legal requirements need to be understood 
and assessed  first when assessing a Cloud solution 

• Be objective – what security and legal requirements do 
you require and which do you need? 

– There is ambiguity in industry regulations/legal requirements 

• Are ‘Cloud’ solution already being used? 
(officially/unofficially): 

– Skype 

– Salesforce 



Changing the role of IT at the board 

 



Changing the role of IT at the board 

• The importance of having a board‐level sponsor to champion the initiative 

• Elasticity and on demand payment  attractive to the Board;  
– the move from CAPEX to OPEX and the opportunity for scalability and flexibility 



Getting buy-in 

• Benefits to the Board  
– You can accurately respond to internal IT cost questions about expansion/growth 

– You can be confident the service will scale, with a financially-backed SLA 

• Benefits to the internal IT team 
– You will be able to wrap multiple associated costs (Email, mail filtering, archiving) into a per user, 

per month cost 

– You will be able to focus on pro-active, bespoke or strategic projects 

• Benefits to the user 
– Users will get the latest software, if you are comfortable providing it 

 

• A low risk plan with predictable results is more likely to get buy‐in, which has: 
– Clear goals 

– A plan for a POC/pilot – with success criteria 

– Focus on which applications to pilot 

– A review process & and a roadmap for next steps (if successful) 

– An experience partner involved 

 

 



Security in the Cloud 
Security, reliability, compliance and governance; the importance of  

aligning the Cloud with your existing security and governance policies 



How does Microsoft view and implement security? 

• Microsoft’s Trustworthy Computing 
Initiative 
availability, security, reliability 

• The Security Development Lifecycle 
Risk categorisation and response 

• Online Services Risk Management 
Programme 
Objectives and success criteria for 
security, privacy, continuity, 
compliance 

• Information Security Plan 
Plan, Do, Check, Act – ISO/IEC 
27001:2005 attestation  consisting 
of fourteen layers 

• Microsoft Operations Framework 
ITIL for Online Services – specifies 
guidelines and best practices for 
managing software services and 
infrastructure (Plan, Deliver, 
Operate) 

• Online Services Security and 
Compliance team (OSSC) 

 

 

1. General information 

2. Information Security 

3. Organisation of information 
security 

4. Asset management 

5. Human resources security 

6. Physical and environmental security 

7. Communications and operations 
management 

8. Access control 

9. Information systems acquisition, 
development, and maintenance 

10. Information security incident 
management 

11. Business continuity management 

12. Risk management 

13. Compliance 

14. Privacy 



Gartner’s seven principles of cloud security 

1) Privileged user access 

2) Regulatory compliance 

3) Data location 

4) Data segregation 

5) Recovery 

6) Investigative support 

7) Long-term viability 



Privileged user access & Investigative support  

• Online Services Security and Compliance team (OSSC) 

• Information Security Plan (ISO/IEC compliance 
27001:2005 ) 

http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/CertificateClient-Directory-Search-Results/?pg=1&licencenumber=IS 533913&searchkey=companyXeqXmicrosoft
http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/CertificateClient-Directory-Search-Results/?pg=1&licencenumber=IS 533913&searchkey=companyXeqXmicrosoft


OSSC core responsibilities 

• Risk Management 
Processes (SRMP) 

• Business Continuity 
Management 

• Security Incident 
Management (SIM) team 

• Global Criminal 
Compliance 

• Operational  
Compliance 

• Identifying threats and 
vulnerabilities to the environment  

• Calculating risk  

• Reporting risks across the Microsoft 
cloud environment  

• Addressing risks based on impact 
assessment and the associated 
business case  

• Testing remediation effectiveness 
and residual risk  

• Managing risks on an ongoing basis  

• Preparation  
• Identification  
• Mitigation  
• Recovery  
• Lessons learned 

• Responds to legal requests  
• Sets policy on response 

process 
• Responsible for implementing 

legal requirements 
• Legal ‘portal’ for authorities 
• Trains internal Microsoft 

Personnel on privacy and data 
retention 



Privileged user access & Investigative support  

• Physical security 

– Restricting access to data centre personnel  

– Addressing high business impact data requirements  

– Centralizing physical asset access management  



Authentication & Network Security 

• Identity & Access Management 
– Internal 

• Privileged User Access 

• Multi-factor authentication (Biometric scanning/smartcard access) 

– External 

• 2FA (optional) 

• 128-bit encryption for username/password 

• Digital Rights Management (DRM) 

• Network Security 
– Restricting data centre personnel 

– Data-in-transfer encrypted to SDL standards 

– Centralised Physical Asset Management 

– Management of Network Traffic 

– Prioritisation of high-value assets 

 



Sarbanes-Oxley (and equivalents) 

US-EU Safe Harbor (EU Data Directive/Data Protection Act) 
Legal regulatory 

compliance 

Regulatory Compliance 

  

 

Independent 
security 

certification 

Legal (SRA) , Financial (FSA) & Payment Card Industry 
Data Security Standard (PCI DSS)  

Industry specific 
regulatory 

compliance 

International Standards Organisation (ISO/IEC 27001:2005) 

SAS Type I & II 

Verizon CyberTrust Security Management Program (SMP) 
Cloud Security Alliance 



Regulatory compliance 

SAS 70 type I & II 

Cloud security alliance 

US-EU Safe Harbour Act 

ISO 27001:2005 

Verizon CyberTrust Security Management 
Programme (SMP) 



Data location 

Global 
distribution 

No physical 
data 

movement 

Geo-
redundancy 



Data Centres/Geo-redundancy 

Central and 
South America 

Europe 
Asia 

Africa 

Australia 

North America 

Quincy, 

Washington 

Chicago, 

Illinois 

Amsterdam 

 Hong Kong 

Approved data center locations for  

external public disclosure. Microsoft has  

between 6 and 100 DCs worldwide. 

Dublin, 

Ireland 

Singapore 



Data segregation 

• Both core offerings are on a secure multi-tenant 
environment 

 

• Only Microsoft offers  

   a single-tenant  

   ‘Dedicated’ service. 

 

 

 

Tenant 1 Tenant 2 Tenant 3 

Multi-Tenant 
Service 

Tenant 1 



Recovery – RPO & RTO 

• Recovery Point Objective (most recent version of your 
data) 

• Recovery Time Objective (how long to get it back up 
and running) 

• Google 

– RPO design target is ‘zero’ 

– RTO is instant failover 

• Microsoft (worst case scenario) 

– RPO is 2 hours to 12 hours 

– RTO is 4 hours to 24 hours 



Downtime Any unscheduled downtime 

Inability to send/receive email, login, see presence status,  
unable to read/write data 

Scheduled Downtime ≥ 10 hours 

5 days notice for downtime 

Penalty remuneration Financial credit, must be claimed within 5 days 

< 99.9% - ≥ 99.0% 25% of service charge 

< 99.0% - ≥ 95.0% 50% of service charge 

< 95.0% 100% of service charge 

Service Level Agreement (SLA) 



Long-term viability 

 



1) Privileged user access 

2) Regulatory compliance 

3) Data location 

4) Data segregation 

5) Recovery 

6) Investigative support 

7) Long-term viability      

Gartner’s seven principles of Cloud security 



Future considerations… 

 
 

 If done right, your security could be enhanced 

 Keep focused on developments. E.g. what is Public Sector going 
to do? 

 Cloud on cloud: secure data transfer between cloud providers 

 Access is defined by policy and enabled by technology 
 Consider a risk-based approach to security and compliance 



Coffee Break 
Back in 20 minutes 



Overcoming barriers 
Overcoming the organisational challenges and barriers to implementing 

Cloud Computing; a Case study: Co-operative Financial Services 



About The Co-operative Financial Services 

• Formed in 2002 

• The Co-operative Financial Services is the name for the group of 
businesses that includes The Co-operative Insurance, The Co-operative 
Investments, The Co-operative Bank including smile and Britannia. 

• Part of The Co-operative Group – the UK’s largest consumer co-
operative – we have some 6.5 million customers. 

• The Co-operative Group have 4,800 stores in the UK – more than 
McDonalds and Tesco combined – and employ about 20,000 people. 

• Awards from the Financial Times (Sustainable Bank of the year award, 
2010) and Which? (Best Financial Service Provider, 2009) over the past 
two years 

 



Situation 

 

• CFS were involved in multi-million-pound tender 

• Major longer-term overhaul of their internal financial systems to 
a new, modern platform.  

• In the shorter term, they needed a solution that would allow 
relevant tender and implementation project information to be 
stored and easily accessed by teams in the UK and as far afield as 
India.  

• The solution had to be secure, quickly and easily implemented 
(and just as easily decommissioned) and able to handle large 
amounts of information without the need for new hardware.  



Challenges 

• CFS needed a project collaboration solution that teams 
could access 24 hours a day. It was also important it be 
quick and easy to implement and decommission 
without the need for new hardware. 

• Hesitation about putting data on a ‘public’ system, but 
there was low investment available and an urgent need 
for a solution 

 



Solution 

• CFS were already using SharePoint and understood the user environment well. 
Because they also needed a short-term, scalable and cost-effective solution, 
Microsoft Business Productivity Online Suite (BPOS) via the Cloud was the 
perfect answer.  

• We implemented SharePoint Online, which enabled CFS employees and 
contractors to start sharing critical project information immediately and better 
manage the tender and financial systems implementation projects. The 
solution provided the following key benefits: 

• A repository for all project documentation 

• Secure collaboration on lightweight, highly scalable platform 

• Offshore access for all project participants 

• External IT support and servicing 

• No long-term contract or commitment 

• No need for new hardware 



Results 

• Content and Code worked on-site to help with the 
implementation. Over two days, we transferred critical project 
information into SharePoint and configured the new system. We 
also provided hands-on administration and training support.  

• The system is available around the clock and enables anyone 
working on the tender and financial system migration to store 
and access relevant information and documents from anywhere 
at any time.  

• CFS were so pleased with the implementation, training and 
support we provided that they have since decided to make 
Content and Code one of their preferred suppliers. 

• Gradual acceleration of user adoption 



What did CFS have to say? 

 

“Content and Code did a really good job. They did 
everything we asked and more, finishing the 
implementation well ahead of schedule and providing us 
with excellent hands-on training and support.” 

 

Mike Richardson, Project Manager and SharePoint 
Project Lead, Co-op Financial Services 



Measuring success 
Measuring the success of your Cloud deployment; how to calculate  

Total Cost of Ownership 



Some things to think about… 

Directly 
attributable 

costs 
Benefits 

Non-
directly 

attributable 
benefits 

Hidden 
costs 

Payback 
period  



Identifying the attributable costs 

How to place a financial value on 
Cloud Computing benefits such  
as lower maintenance costs,        
lower cooling and storage costs  
and people costs ? 

 



Less tangible benefits 

Ensuring you factor into the        
equation less tangible benefits   
such as more collaborative         
working 

 



Less tangible benefits 

Is it really a recession proof IT 
investment; understanding the 
true costs of deployment 
including factoring in hidden 
costs: 
 

• Infrastructure costs dependent on: 
– level of integration 

– User authentication required 

– Deployment model preferred 

• Minimum PC & browser 
requirements 

• User training 



Less tangible benefits 

What is the payback period? 
Are the gains to be seen only 
short-term? What is the long-
term value‐add?  
 

• Switch to Opex means you will need to think 
of the Total Cost of Ownership over the 
comparative lifetime of previous refresh 
cycles. 

 



Partnering effectively 
The value from working in Partnership with a strategic Cloud IT partner 



A different type of partnership 

• How can you balance achieving cost‐out today whilst setting the 
wheels in motion with your partner for strategic 
business transformation tomorrow? 



Our Office 365 Engagement Process 

1 
Office 365 
Discovery 
Workshop 

2 
days 2 

Office 365 
Assessment 
Report 

1/2 
day 3 

Office 365  
Proof Of 
Concept 

15 
days 4 

Office 365  
Initiation 
Document 

1/2 
day 5  

Office 365 
Project 
Delivery  

2-3  
months 



Recap 



Evolution not revolution 

• Challenges exist – but they’re not predominantly 
technological one’s 

• The technology users are familiar with 

• Understand your organisations challenges and goals – 
Cloud might not be the answer 

• Have a clear plan 

– Senior stakeholder(s) engaged 

– Focused success criteria for a POC/pilot 

– Plan of next steps if successful 



Security and Compliance 

PHYSICAL 

• SAS type I & II, ISO 27001, Verizon CyberTrust SMP  

• Dedicated team/security with associated 
monitoring & development cycle 

• Geo-redundancy & data location transparency  

INFORMATION 

• Encrypted data-in-transfer 

• Directory synchronisation/SSO and/or 2FA 

• US-EU Safe Harbor/EU Data Directive 

• Multi-tenant & Isolated options 

OPERATIONAL 

• Financially-backed service level agreement  

• Long-term viability 

• Strong cloud Partner ecosystem 

• Choice – hybrid and PaaS 

Security 
and 

Compliance 



Partnering effectively 

1 
Office 365 
Discovery 
Workshop 

2 
days 2 

Office 365 
Assessment 
Report 

1/2 
day 3 

Office 365  
Proof Of 
Concept 

15 
days 4 

Office 365  
Initiation 
Document 

1/2 
day 5  

Office 365 
Project 
Delivery  

2-3  
months 



Thank you 
Please join us for lunch 

Microsoft Online Services Business Manager  

Lewis Isaacs 

Lewis.Isaacs@contentandcode.com   

mailto:Mat.allen@contentandcode.com

